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Is there rally a confusion? 

• Ooh YES! 



Defs. 

• Surface web – anything that can be indexed by 
a typical search engine like Google... 



Defs. 

• Deep web – anything that CANNOT be found 
by search engine (purist) 



Defs. 

• Dark web – small portion of deep web that 
has been intentionally hidden (...) 





Search engine Vs. Deep Web 
Harvesting 

• Search engine(s) 

• „What time does McDonalds close?” 

• 90’s 

• Non comercial - research purpose 

 



Search engine Vs. Deep Web 
Harvesting 

• „What new info has been published on my 
competitors web site today?” 

• Amount of data – metadata Vs. Full content 

• BI or InfoSec? 

 



Search engine Vs. Deep Web 
Harvesting 



Anonimity 

• Anonimity...why? 

• Def. – „unidentifiablilty within a set of 
subjects” 

• New rules 

• Many researches 



Tor 

• Encrypted content 
• Encrypted content and routing info 
• Reley networks 



Tor – how Tor works? 
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Tor – how Tor works? 



Tor – hidden services 
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Tor – hidden services 



Tor – users 



Tor – users 



Tor [background] 

1995. 

“As military grade communication devices increasingly depend on the public communications 
infrastructure, it is important to use that infrastructure in ways that are resistant to traffic 
analysis. It may also be useful to communicate anonymously, for example when gathering 
intelligence from public databases” 

Naval Research Labs Review,1997 
 



Tor [background] 

• Techincal solution not enough 

 
“The United States government can’t simply run an anonymity 
system for everybody and then use it themselves only. Because 
then every time a connection came from it people would say, 
‘Oh, it’s another CIA agent.’ If those are the only people using 
the network.” 

 



Tor [background] 

2004. 

• TOR ready for deployment 

• Relased as Open Source 

• Electronic Frontier Foundation 

 

 
 



Tor [background] 

2004.---  
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Tor [background] 

 

 

• Using, trying to „crack” and fund – at the 
same time! 

 

 

 
 • Runing an exit node 
• Big (expensive) nodes 
• Washington DC 

 
 
 

 



Tor [background] 

 

 

• Fast nodes first 

• 2005. „tricky design question” 

• 2012. explanation 

„(…) if we want to end up with a fast safe network, do we 

get there by having a slow safe network and hoping it’ll get 
faster, or by having a fast less-safe network and hoping it’ll 
get safer? We opted for the “if we don’t stay relevant to the 

world, Tor will never grow enough” route.” 

 

 

 

 
 

 

 

 
 



Famous takedowns 

 

 

 

 

 

 

 
 

 

 

 
 

• Botnets /Adult sites /Black markets 

• 2013.Freedom Hosting 

• JavaScript & Firefox 

• „One purpose” based malware 

 

 

 

 

 
 



Famous takedowns 

 

 

 

 
 

 

 

 
 

• 2013.Silk Road 

• On-line store 

• Island IP 

• Surface web CAPTCHA 

• Not likely! 

• „economic” impacts 

 

 

 

 
 

 

 
 



Famous takedowns 

 

 

 

 
 

 

 

 
 

• 2015.Ulbricht convicted 

• Lessons learned 
–  just a platform 

• “Silk Road was specifically and intentionally designed for the 
purpose of facilitating unlawful transactions,”  

–  money laundering 
• „Is BitCoin Money? Yes!” 

–  Crack House Statute 
• „This is not an ordinary dwelling, but a drug dealer’s ‘dream 

house.” 

 

 

 

 
 

 

 
 



Famous takedowns 

 

 

 

 
 

 

 

 
 

–  Investigation legit? 
• Island teritory 
• Ulbricht not owner 
• „systems may be monitored for all lawful purposes, 

including to ensure that use is authorized.” 
 

– „Fourth Amendment” 
• “Because the SR Server was located outside the United 

States, the Fourth Amendment would not have 
required a warrant to search the server, whether for its 
IP address or otherwise,,”  

–  Catch 22 
• No possesion, no privacy 

 
 
 

 
 
 

 



Take aways 
 

• Just to raise some questions 

• Internet of things 

• Popcorn and the front row! 




