Deep Vs. Dark web
demystifying differences



Is there rally a confusion?
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Defs.

e Surface web — anything that can be indexed by
a typical search engine like Google...

Google navigates the web by CRAWLl N G

That means we follow
links from page to page.




Defs.

 Deep web — anything that CANNOT be found
by search engine (purist)

| 4 B Bocoking.com: Hotelsin L) x & - b
<« C' A | [) www.booking.com/searchresults.en-gb.html?sid=ada660e49436d53b96ea281a78735109;dcid=4;checkin_monthday=12;checkin_year_month=2015-3;checkout_monthday= Ezc-weaom_\,-'ear_‘f?

Jo Sign in

search results
tostay  Liubliana, 2 aduits, 1 night (12 Mar - 13 Mar)

to stay

Your Search Ljubljana is a top pick amongst travellers on your selected dates (39% reserved).
Tip: Prices may be higher than usual for the dates you have selected, why not try again with these
ph Lublizna alternatives?
EI 1 Might (12 Mar - 13 Mar) 39c,
R ; 13 Mar — 14 Mar 11 Mar — 12 Mar 10 Mar — 11 Mar

m 2 adults

Ljubljana: 111 of 182 properties available

3 reasons to visit: castles, old town and food

Filter by Sort by: Price v  Stars »  Distance from city centre = Review score v

g Clty Hotel @ Value Deal <7 597 bookmarks Vel’y gOOd 8.4
Ljubljana

Score from 1689 reviews

There are 5 pecple looking at this hotel right now

Latest booking: 1 hour ago

» » Standard Double or Twin Room '
“* FREE cancellation - PAY LATER, Breakfast included We have 5 rooms left: SRk Ehe

8 more room types

~ Cancellation policy Book now
[ Free cancellation (102)

O Nen-refundable (10)

v Star rating

O 1star () 7] Best Western Premier Hotel Slon Fabulous 8.7
[ 2 stars (9 () vsatis Paal ©3 487 heckmarks Srara fram 1AAN revisars




Defs.

* Dark web —small portion of deep web that
has been intentionally hidden (...)
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You can turn a
_computer on. Yay.

You must be really

bored.

Either use a proxy, or |
say hi to the FBI.




Search engine Vs. Deep Web
Harvesting

Search engine(s)

JWhat time does McDonalds close?”
90’s

Non comercial - research purpose



Search engine Vs. Deep Web
Harvesting

* ,What new info has been published on my
competitors web site today?”

e Amount of data — metadata Vs. Full content
Bl or InfoSec?



Search engine Vs. Deep Web
Harvesting

COMPARING THE SIZE OF THE DEEP & SURFACE WEB

ce We
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Anonimity

Anonimity...why?

Def. — ,,unidentifiablilty within a set of
subjects”

New rules
Many researches



Tor

Anonymity Online
Protect your privacy. Defend yourself

against network surveillance and traffic
analysis.

@~ Download Tor =

Tor

Home About Tor Docum

» Tor prevents people from
leamning your location or
browsing habits.

» Tor is for web browsers,
instant messaging clients,
and more.

» Toris free and open
source for Windows, Mac,
Linux/Unix, and Android

* Encrypted content
* Encrypted content and routing info

* Reley networks



Tor — how Tor works?

EH) How Tor Works: 1 5 Tor node
« « e Unencrypbed link
——pp ancryplted link
Alice

A Step 1: Alice's Tor

client obtains a list
of Tor nodes from - I—

a dirﬂntnry' server. -~ - S — - S ——
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Tor — how Tor works?

Ef) How Tor Works: 2 % Tor node

« « = unencrypted link
—pe Gncrypted link

Alice

-

Step 2: Alice's Tor client
picks a random path to

destination server. Green -
links are encrypted, red sl e e

links are in the clear. —— — Jane

Dave




Tor — how Tor works?

(:l_‘! Tor node

Ef) How Tor Works: 3
.« = Unencryptod link
—pp oncrypted link

Step 3: If at a later time, the SN
user visits another site, . 1
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Tor — hidden services

TH¢f Hidden Services: 1

Step 1: Bob picks some . -
introduction points and
builds circuits to them.

Fo T Y

L\_ﬁf Tor cloud
A I Tor circuit

BN [ntroduction points

D Fublic key

" .
cockie | One=time secret

Rendezvous point




Tor — hidden services

THr Hidden Services: 2 C ) Tor cloud

“'\—m_.-l-"l

A Tor circuit

m BN [ntroduction points

_ D Fublic key
Step 2: Bob advertises . -

his hidden service --
XY Z.onion -- at the

database. e o Rendezvous point

k| .
cockie One=time secret




Tor — hidden services

THr Hidden Services: 3 C ) Tor cloud

:

T
Step 3: Alice hears that 4 W, Tor circuit
XYZ.onion exists, and she Introduction points
requests more info from
the database. She also m Public key
sets up a rendezvous T

™ .
cockie | One=time secret

TN p— Rendezvous point

paint, though she could
have done this before.




.TCSI' Hidden Services: 4

Tor — hidden services

Step 4: Alice writes a
message to Bob
(encrypted to PK) listing
the rendezvous point
and a one-time secret,
and asks an introduction

7

point to deliver it to Bob.
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L\_ﬁf Tor cloud
A I Tor circuit

BN [ntroduction points

D Fublic key
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cockie | One=time secret

Rendezvous point




Tor — hidden services

.TCSI' Hidden Services: 5

Step 5: Bob connects to
the Alice's rendezvous
point and provides her
one-time secret.
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L\_ﬁf Tor cloud
A I Tor circuit

BN [ntroduction points

D Fublic key

" .
cockie | One=time secret

Rendezvous point




Tor — hidden services

TH¢ Hidden Services: 6

Step 6: Bob and Alice m

proceed to use their Tor
circuits like normal.
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Tor — users

Social Media

Tor Project Wins Award for Role in
Middle East Revolutions




Tor — users

C i [ thehiddenwikiorg

— Samsung StorE
— Sheep Marketplace
— Tor BetCoin
i Like — Tor Web Developer
— UK Passports
26 —US Fake ID Store
— USA Citizenship
—iLike Help Guy
— Network Consulting and Software Development
— Quick Solution (Hitman)

yner MsK Store

Marketplace Drugs

— EuCanna — Medical Grade Cannabis Buds, Ric
and Creams

Simpson O intments
— Peoples Drug Store — The Darkweb's Best Online Drug Supplier!
— Smokeables — Finest Organic Gannabis shipped from the USA

— CannabisUK — UK

Nholesale Cannabis Supplier
— DeDope — German

Veed and Hash shop. (Bitcoin)

— BitPharma — EU vendor for cocaine, speed, mdma, psychedelics and
subscriptions

— Brainmagic — Best psychedelics on the darknet

Coffee Shop grade Cannabis from the netherfands
Market Reloaded Forums

C f [ thehiddenwikiorg

— Girls Released — Some nice model
— Gallery — Met-Art, FTVX etc sets
— The Pink Meth {mirror)
— Klixen
— EroDir — Lots and lots of Hentai

COM
Erotic Hard Candy

— LLL — Image and Video down- & upload

— Onion Girl Love Board — Private Board

~ PedoEmpire

— All Natural Spanking
— Safe Port Forum
— BL Forum
— FTW Image Boards
— TLZ private forums

— Topic Links — A CP sites link list
Erotic Jailbait

_ Soma naradicahirds ~aso

Non-English

— Deutschland im Deep Web — German forum



Tor [background]

Cla n\c@ 're_&;o\O%
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“As military grade communication devices increasingly depend on the public communications
infrastructure, it is important to use that infrastructure in ways that are resistant to traffic
analysis. It may also be useful to communicate anonymously, for example when gathering

intelligence from public databases”
Naval Research Labs Review,1997



Tor [background]

* Techincal solution not enough

“The United States government can’t simply run an anonymity
system for everybody and then use it themselves only. Because
then every time a connection came from it people would say,
‘Oh, it’s another CIA agent. If those are the only people using

the network.”



Tor [background]

2004.

* TOR ready for deployment
* Relased as Open Source
e Electronic Frontier Foundation




Tor [background]

2004.---

% revenue from US Government
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80% / \ /
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Tor [background]

e Using, trying to ,,crack” and fund — at the
same time!

AR )

Funding the Fortress It’s Trying to Crack

* Runing an exit node
* Big (expensive) nodes
* Washington DC



Tor [background]

* Fast nodes first
e 2005. ,tricky design question”
e 2012. explanation

,(...) if we want to end up with a fast safe network, do we

get there by having a slow safe network and hoping it’ll get
faster, or by having a fast less-safe network and hoping it’ll
get safer? We opted for the “if we don’t stay relevant to the

. V7
world, Tor will never grow enough” route.



Famous takedowns

Botnets /Adult sites /Black markets
2013.Freedom Hosting

JavaScript & Firefox

,One purpose” based malware



Famous takedowns

2013.Silk Road
On-line store

Island IP

Surface web CAPTCHA
Not likely!
,economic” impacts



Famous takedowns

e 2015.Ulbricht convicted

e Lessons learned

— just a platform

» “Silk Road was specifically and intentionally designed for the
purpose of facilitating unlawful transactions,”

— money laundering
* ,Is BitCoin Money? Yes

— Crack House Statute

* ,This is not an ordinary dwelling, but a drug dealer’s ‘dream
house.”

III



Famous takedowns

— Investigation legit?
* Island teritory
e Ulbricht not owner

e ,Systems may be monitored for all lawful purposes,
including to ensure that use is authorized.”

— ,Fourth Amendment”

* “Because the SR Server was located outside the United

States, the Fourth Amendment would not have
required a warrant to search the server, whether for its

|IP address or otherwise,,”

— Catch 22

* No possesion, no privacy



Take aways

Just to raise some questions
nternet of things
Popcorn and the front row!
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May vou live in
interesting times
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